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Questions

« Can you give some concrete examples about control
mechanisms?
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* Obscurity
* The state of being unknown, inconspicuous, or unimportant.

* “The system is secure because the attacker won't know X about the
system.”

* Obscurity as a security measure
* E.g., using proprietary crypto mechanisms

* NIST: “system security should not depend on the secrecy of the
Implementation or its components”

 Better approach: security by design and open security
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Security versus privacy

* Privacy is often defined as having the
ability to protect s_ensit_i\_/e iInformation &% 57 ~
about personally identifiable AIROUNCR .
iInformation.

* Others define it as the right to be left
alone.

* Achieving security sometimes
sacrifice privacy.

e
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Summary

* When we talk about system security, what are we really talking
about?
 Protection of assets of computer system
 Vulnerability—Threat—Control Paradigm
« C-l-Atriad: confidentiality, integrity, availability

* Think like an attacker when building secured system
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Slies credit

« CS4264: Principles of Computer Security, Gang Wang
 Security in computing 5" edition, Textbook Slides
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Authentication

EECS 195
Spring 2019
Zhou Li
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Authentication

* The act of proving that a user is who he/she says he/she is

 Methods:

« Something the user knows
« Something the user is
« Something user has

* |dentification

« Asserting who a person is
« Often public/well known
« Authentication should be private
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Soething You Know

« Passwords
e Security guestions

 Attacks on “something you know”:
* Dictionary attacks
« Password inference
« Rainbow tables
* Public information
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Passwords

* Pros

« Familiar to people, you can have many different ones, easy to revoke /
replace, easy to deploy, low cost, ...

« Cons
« Hard to remember, can be obtained by attacker
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Identity Password
Password storage
Pat Ox13b9c32f
* Store passwords in Database of server Phillip DEpleRne
Roz 0x13b9c32f
* Don’t store plaintext on server Herman 0x5202aa€2
Claire 0x488b8c27

« Use hash, salt and pepper!
* Don’t check password at browser, check it at server!

FACEBOOK STORED MILLIONS
OF PASSWORDS IN PLAINTEXT-
CHANGE YOURS NOW

Facebook still got wrong with password storage
https://www.wired.com/story/facebook-passwords-plaintext-change-yours/
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Hash function

« Any function H that can be used to map data of arbitrary size

onto data of a fixed size
hash

 Cryptographic hash function keys  function hashes
* One-way hash function I 00
* “Infeasible” to reverse from hash value R E
. “Infeasible” to find two messages with same hash " 03
« Small change of message => big change of hash I samDbee E;
* Choose slow hash function for password Sandra Dee 15
hashing (e_g_’ bCI'ypt) A simple hash function
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Salt and pepper

 Salt
« Random string as additional input to hash function
« Hash(password||salt)
« Different password has different salt, stored together with password hash

* Pepper
« Secret value, not stored in DB
« Hash(password||salt||pepper)
« Generated for each applicatiométlﬂr?bjglly In application code

Username  Salt value String to be hashed Hashed value = SHA256 (Salt value + Password)
userl E1F53135E559C253 | passwordl123E1F53135E559C253 | 72AE25495A79381C48622D49F0A52E4F1565C0@F048F59027BD9C28C8908D5C3D3
userl 84B83D834B489DAE | passwordl12384B83D834B469D4E | BABG6B3ABC678267EOOCTETF1389E48CD16E7BAD3IBEB1468EC2AATEG2ESBED3A

Password stored with Hash and Salt (Pepper can be appended after Salt)
4/3/2019 Zhou Li 14
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Attack passwords - dictionary attack

« Use a program to try a list of words on target interface (online) or
password dump (offline).
* Online cracking
« Submit password plaintext to interface

* Offline cracking

« Compute hash value from plaintext and match

* Tools are available (John the Ripper, LOphtCrack,
and Cain And Abel)

http://web.cs.du.edu/~mitchell/forensics/information/pass_crack.html
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Attack passwords — rainbow table

* Reuse computed password hash?
« Store all cracked password hash is very storage-consuming
* Precomputed hash chains to reduce storage

Chain Start Chain End
r 5 .r)

eeeemean mmenem e : Rs @
: wikipedia * rootroot ‘ <= ramho (‘..:l.

OK ! R;

__________________________ H R @
i abcdefgh : E myname : <:=I -“:::l‘c= crypto <‘.=El.
®

: : @ STOP !
ceeeneneneeg H e R1 e H
: passwd . : linux23 - |::> . passwd =:} dicmd ,:=b'i culture ='I;>- @
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One character

0%
Other good Two characters
passwords 2,
14% Three characters

14%

Words in
dictionaries or
lists of names
15% all letters

14%

Six letters,
lowercase

Five letters,
19% all same case
22%

Distribution of 3,289 passwords

4/3/2019

» Users’ password choices are not uniformly distributed
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Attack passwords - password inference

Password leaks

Four characters,

Site FUSErS Fpass —#::Fm

HUSETs

hotmail 7300 6670 0.91

Hirtlife 08930 43936 (.44

computerbits 1795 1656 0.92

rockyou 32603043 | 14344386 (.44
Rank | hotmail Fusers | Hirtlife Fusers | computerbits | #users | rockyou FUsers
1 123456 48 | 123456 1432 | password 20 [ 123456 | 20720
2 123456789 15 | fcken 407 | computerhbits 10§ 12345 THTE
3 111111 I | 12345 365 | 123456 T 23456720 TGTRD
4 12345678 9 | hallo HE | dublin 6 | password o62
o teguiero & | 123456789 258 | letmein 5 | toveyou 49952
6 Q00000 7 | schatz 230 | gwerty 4 | princess 332491
T alejandro 7 | 12345678 223 | ireland 4 | 1234567 21725
3 sebastian 6 | daniel 185 | 1234567 3 | rockyou 20001
4 estrella 6 | 1234 175 | liverpool 3 | 12345678 20553
10 1234567 6 | askim 171 | munster 3 | abcl23 16645

Investigating the Distribution of Password Choices https://arxiv.org/pdf/1104.3722.pdf
Zhou Li
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Qustion

* What a good password should look like?

» Use characters other than a-z
* Choose long passwords

. .
aa \
v A

18
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How to manage passwords?

* Don’t reuse the same o
passwords across sites R

* Don’t write it down on papers
or plaintext file Ao Signn o

* Password manager Is .
recommended

Saved Passwords

Apps and Sites Username Passwords

& google.com b'e
X allegientsg===—x mn S205 X
() baysongh == admin » X
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SeCurity guestions

* Questions to which (presumably)
only the right person would know
the answer.

» Used a lot for password resetting

 Weakness: can be learnt from
public information

4/3/2019 Zhou Li

UCI Samueli

School of Engineering

eoay

PICK YOUR SECRET QUESTIONS

Give yourself another way to recover your account
securely in case your information becomes outdated.

Question 1:

City where you met your other half?

Answer

Question 2:

Name of your favourite band or singer?

Answer

Question 3:

Choose your own phrase (at least 2 words)

Answer

Cancel
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Attack security guestions

« Sarah Palin email hack

« Guy wants to mess with Sarah Palin’s campaign
* Try to log in to her Yahoo Mall

David Kernell

4/3/2019 Zhou Li
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Attéck security guestions
o!

s |

ed is your alternate email address
message with a special link that will let you reset your password.

r account's
rnate email

address? @ | cantaccess my alternate email address

7 My alternale email is

4/3/2019 Zhou Li 22
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Attack security questions

P

Answer these questions to validate your identity
We need to verify a few questions and we'll be done

Birthday Februay 18] 11 | 1964
Y ’) Can be found on Wikipedia!
Postal Code 99654

Ext Wizard

i
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Attack security questions

hHOO.' Yanoo! Home - Heip

Your Progress Verify your identity

Please answer your secret question
This is t, we're aimost done!

Where did you meet your spouse? Wasilia High

\ Her unofficial biography circulating

during the campaign

E&Uﬁ!’_'m!ﬁ ( Nm )

4/3/2019 Zhou Li 24



— UCI Samueli
. $$ School of Engineering

Attack security questions

YaHoO! s
Your Progress :: oo !
Welcome back, Sarah

You've verified your account details and may now change your password.

New Password Password Strengih

Re-type New Password \

Changed to “popcorn”

[ Next )

4/3/2019 Zhou Li 25
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2 Mozilla Firefox
File Edt View Higory Bookmaks Yahoo! Tools Hslp

@ - c 4 s ] http1 ficturnel com Andex php /10101104 F9911e6b 75 cF24507 a8 ddaab3cS 93002 20ebad2 46 196ba2 NS dE FR2d0cb caeBlcbS0cEsa |/ ~ Gl' palin y
Y! h e . h | Sesrch Web ~ !J - \,7 Choose Buttons Q}Mﬂ - @Myhhoo! - [meonkm.vks' q'j Your Own Button 1~ 8 Answers -EQSV\N
28 b/ - random | ] Alaka Gowerror Swah... | & paln husband slope - G, NB Classless Alan Colmas: ., | httpe/ ft...93909317 B | 58 A/-Random .

m Contacts Calendar Notepad What's New? - Mobile Mail - | Mail Options ¥/ Go | ¥
. Check Mail | compose | | | search Mail ||

Search the Web l

g Free phones Inbox
-~ at ATET 2
View: [All Messages v ﬂj Messages 1-100 of 174 First | Previous | Mext | Last
Folders [Add - Edit] | , .
£7 Inbox (84) Delete | Spam | Mark as Unread _
@& Drafts ; # Subject ‘ Date <) Size
3 Sent s ahoo-account-services-usi Your Yahoo! password was changed 23 AM 5KB
= Spam (9) [Empty]l @O 190798 12:36 AM 52KB
(f Trash [Empty] @O Amy McCorkell HI SARAH Sun, 9/14/08 4KB
My Folders [Hide] O vy Frye Delivered: Re Sat, 9/13/08 3KB
0O vy Frye Delivered: Re: Sat, 9/13/08 3KB
© Emails for Arc. O vy Frye Delivered: Re Sat, 913108 3KB
O Candy Sunderland Welcome Home! Wed, 9/10/08 17KB
Search Shortcuts 0 Juanita Re: Hello! Mon, 8/8/08  3KB
&1 My Photos 0 Fatkidron@aol com # Fwd: Fw: A stary you will never read anywhere else. Mon, @/8/08  20KB
&1 My Attachments O Remus Read: Hello! Mon, 9/8/08 3KB
O JD & Trish cousin jason Sat, 9/6/03 88
SRR AL 20 @ Amy McCorkell Read: Hello! Fri, 9/5/08 3KB
FREE* Dil::r :'or 0 Juanita : I?ead: .Hello! Fn 9I5I08 :fbfs_ 3
< >
o o
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Attack security guestions

» Consequence: Sentenced to 1 year Iin
federal prison

Lesson: your system Is only as
secure as the weakest link.

4/3/2019 Zhou Li
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* In 2012, someone hacked Mitt Romney’s email account
* ... by guessing the name of his pet dog

Lesson: old attacks remain relevant

4/3/2019 Zhou Li 28
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Something you are - biometrics

* Biometrics are biological properties, based on some physical
characteristic of the human body.

« fingerprint
* hand geometry (shape and size of flngers) |
* retina and iris (parts of the eye) F
* voice

handwriting, signature, hand motion

* typing characteristics

* blood vessels in the finger or hand

- face

- facial features, such as nose shape or eye spacing
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Pros/cons?

PLEASE USE
TURNSTILES
<=
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