
Overflow countermeasures

• Staying within bounds
• Check lengths before writing

• Confirm that array subscripts are within limits

• Limit input to the number of acceptable characters

• Limit programs’ privileges to reduce potential harm

• Many languages have overflow protections

• Canary values in stack to signal modification

• Leveraging protections of platforms

• Code analyzers can identify many overflow vulnerabilities
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StackGuard

• Runtime tests for stack integrity. 

• Embed “canaries” (or guards) in stack frames and 
verify their integrity prior to function return.

• StackGuard implemented as a GCC patch
• Program must be recompiled (now enabled by default)

• Note: Canaries do not provide full protection
• Some buffer overflow attacks leave canaries 

unchanged
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StackGuard (Cond.)
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Execution with StackGuard

Canary check done by compiler.
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Prog.c is a vulnerable program which takes input from the 

user and calls a function foo() which copies to a buffer. 



Evasion:  canary extraction

A common design for crash recovery:

• When process crashes, restart automatically   (for availability)

• Often canary is unchanged  (reason:  relaunch using fork)

Danger: 

• canary extraction
byte by byte
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Time-of-Check to Time-of-Use (TOCTTOU)

• A class of software bugs caused by changes in a system between 
the checking of a condition (such as a security credential) and 
the use of the results of that check.

• Security implication
• Access control is ineffective

• Confidentiality and integrity failure

• Countermeasures
• Access-checking software must own the request data until the requested action 

is complete.

• Ensure serial integrity, or no interruption during validation.
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TOCTTOU example

• Victim checks file, if its good, opens it

• Attacker changes interpretation of file name

• Victim write secret to file

if(access(“foo”)) {

fd = open(“foo”);

write(fd,…);

…

}

Victim Attacker

symlink(“secret”, “foo”);

time
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Undocumented Access Point (Backdoor)

• Created by programmer but forgot to remove in release
• Interrogate data values during execution

• Special debug mode to test conditions

• Could be exploited to compromise a machine
• Security should not depend on secrecy of backdoor

• Barracuda Networks products accepted remote logins from username 
“product” and no password, if coming from a specific address range
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Integer overflows

Problem:    what happens when int exceeds max value?

int m;    (32 bits)             short s;    (16 bits)               char c;    (8 bits)

c = 0x80 + 0x80 = 128 + 128 ⇒ c = 0

s = 0xff80 + 0x80 ⇒ s = 0

m = 0xffffff80 + 0x80 ⇒ m = 0

Can this be exploited?
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An example

void  func( char *buf1, *buf2,    unsigned int len1, len2) {

char temp[256];

if  (len1 + len2 > 256) {return -1} // length check

memcpy(temp, buf1, len1); // cat buffers

memcpy(temp+len1, buf2, len2);

do-something(temp); // do stuff

}

What if   len1 = 0x80,    len2 = 0xffffff80   ?

⇒ len1+len2 = 0

Second  memcpy()  will overflow heap !!
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Unsafe utility program

strcpy (char *dest,  const char *src)

strcat (char *dest, const char *src)

gets (char *s)

scanf ( const char *format, … )           and many more.

• “Safe” libc versions  strncpy(), strncat()

• But they may leave string unterminated.

• Windows C run time  (CRT):

• strcpy_s (*dest, DestSize, *src):   ensures proper termination
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• Unsafe libc functions



No race condition: Example

Time

A

B

Yes
Book seatSeat available?

Reservation system

NoSeat available?
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Race condition: Example

Reservation system

Time

A Yes
Seat available? Book seat

B Yes
Seat available? Book seat
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Race condition
• Two processes execute concurrently and the outcome of 

computation depends on the order of instructions

• Security implications: overwriting file (e.g., system log)
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Filename race condition

Tripwire Temp log file

System log file



Malware
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Malware

• Programs planted by an agent with malicious intent to cause 
unanticipated or undesired effects

• A threat exploiting vulnerabilities

• Virus
• A program that can replicate itself and pass on malicious code to other 

nonmalicious programs by modifying them

• Worm
• A program that spreads copies of itself through a network

• Trojan horse
• Code that, in addition to its stated effect, has a second, nonobvious, 

malicious effect
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Type of malware 

4/24/2019 Zhou Li 17



Types of malware (cond.)
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Harm from malicious code

• Harm to users and systems:
• Deleting or encrypting files

• Modifying system information, such as the Windows registry

• Stealing sensitive information, such as passwords

• Attaching to critical system files

• Harm to the world:
• Some malware has been known to infect millions of systems, growing 

at a geometric rate

• Infected systems often become staging areas for new infections
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Ransomware: Trojan Horse? Worm? Virus?
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Is it a malware?
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