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Attacks:

« Spam, Phishing

* Injection attacks

« Malicious webpage

|

Shared workstation
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Objectives

« Background: Web and Browsers
 Attacks against browsers

« Fake and malicious websites
 Attacks targeting sensitive data
* Browser and Web policies

* Injection attacks

e Spam

* Phishing attacks
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What IS the Web?

A platform for deploying applications, portably and securely

client server
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HTML

» Hypertext markup language (HTML)
* Describes the content and formatting of Web pages
* Rendered within browser window

« HTML features

 Static document description language

« Supports linking to other pages and embedding images by
reference

« User input sent to server via forms

 Embedding programs in supported languages (e.g., JavaScript,
Java) provides dynamic content that interacts with the user
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JaVaScﬂpt

« Powerful web page programming language
 Scripts are embedded in web pages returned by web server

 Scripts are executed by browser (client side scripting). Can:
 Alter page contents

* Track events (mouse clicks, motion, keystrokes)
« Read/set cookies
* Issue web requests, read replies

* (Note: despite name, has nothing to do with Java!)
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* Code enclosed within <script> ... </script> tags

* Defining functions:
<script type="text/javascript">
function hello() { alert("Hello world!"); }
</script>
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* Global identifiers of network-retrievable documents
« Example:

userinfo host port
I I [ I I IJ_I
https://john.doegwww.example.com:123/forum/questions/ *tag=networking&order=newest#top

sCheme authority path query fragment
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Browser

The New York Times - Breaki

C'  ® www.nytimes.com

=|[seEcTiIONS Q SEARCH

ENGLISH 3 (CHINESE) ESPANOL

Che New Nork Eimes

Tuesday, October 25, 2016

Get The Times.
As low as 99¢
for 4 weeks.

Address bar (URL)

Ehe New York Times

& Today's Paper ~ m¢ Video 61°F  Dow-0.21% ¢

World U.S. Politics N.Y. Business Opinion Tech Science Health Sports Arts Style Food Travel Magazine T Magazine Real Estate ALL

'n-Q'QThg-nt.tt

ADAM RUINS
EVERYTHING

{1 Election Special
BEFORE YOU VOTE, WATCH THIS SHOW

TONIGHT 10/9¢ Tru®
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Dynamic, _co

ntent

¢ ELECTION 2016 pinion Pages
" ROOM FOR DEBATE THE CONVERSATION
Wha t Dr oes Is Trump Right on Russia? The Unhappy Warriors
? Shoutd the U.S. be ; 4 | ByARTHURC.BROOKS
HTML — " [rmp? fear of g e
Losing Status, more diplomatc vith e i
pres Show 14:25 e Q\A e . s having much fun on the
JARBARO 11:05 AM ET When Llnsa.nlt}l . Ef;::rﬂ':?mlm' Promises campaign trail. Or anywhere

« Over five hours of interviews
obtained by The Times
reveal a powerful motivating
force: Donald J. Trump’s
deep-seated fear of public
embarrassment.

Happened

Linsanity reverberates today. We look back on it — the good, the
bad and the gaffes — on the eve of Jeremy Lin's return to New
York as a member of the Nets.

- Editorial: Turkey Barges Into
the Mosul Fight

- Brooks: The Epidemic of
Worry

.1 hiasd

dt: Dear R

Voters ..
- Letters: Election Chatter, With

else for that matter.

- Your Facts or Mine?
- Fixes: Don’t Lock ’Em Up. Give
’Em a Chance to Quit Drugs.
+ Op-Ed: What Do Trump and
Marx Have in Common?
- Follow us on Twitter » 9



—~ UCI Samueli
. é\\_\\ School of Engineering

Security on the web

* Integrity
« malicious web sites should not be able to tamper with
iIntegrity of my computer or my information on other web sites

» Confidentiality

 malicious web sites should not be able to learn confidential
iInformation from my computer or other web sites

* Privacy

« malicious web sites should not be able to spy on me or my
activities online

5/17/2019 Zhou Li 10



Web Attack by Changing Content

* Man-in-the-browser

* Page-in-the-middle

* Program download substitution
» User-in-the-middle
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passing through the browser

Encrypted data
e Exam P le: SilentBanker User types ) ] \ f:> eBr:ng;;z > transferred to
. . bank

* Discovered in 2008

« Fake browser add-on M
* Intercept users keystrokes on
popular banks
 Redirect keystrokes and SilentBanker
customer details to attacker e

server
« Even modify account fields
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Page-in-the-Middle

* User Is directed to a different page than believed or
iIntended

e Similar effect to a man-in-the-browser, where attacker
can intercept and modify user input

* Root-cause: no encryption and authentication protection
(e.g., using HTTP rather than HTTPS)
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Please Update Browser

« Attacker creates a page g
W|th seem | n g Iy | NNOCUOUS #*%.  You are currently browsing the web with
and deS| rable prog rams ‘ ‘ E:thec;‘gi(egnd your Video Player might be
fo r d Own I O ad Please update to the latest version for better performance

LEGAL INFORMATION =
° I t d f d d t ATTENTION! PLEASE READ THIS AGREEMENT CAREFULLY BEFORE ACCESSING THE
nsitead o y orina Ition SITE AND DOWNLOADING ANY CONTENT. IF YOU USE THE SITE OR DOWNLOAD
CONTENT YOU AGREE TO EACH OF THE FOLLOWING TERMS AND CONDITIONS.

to, the |ntended THIS IS A LEGALLY BINDING CONTRACT BETWEEN YOU AND TUGUU SLU. BY

DOWNLOADING, INSTALLING, COPYING, RUNNING, OR USING ANY CONTENT OF
: . FILESBUNKER COM, YOU ARE AGREEING TO BE BOUND BY THE TERMS OF THIS
u n C |O n a | y, e user AGREEMENT. YOU ARE ALSO AGREEING TO OUR PRIVACY POLICY. IF YOU DO NOT

[¥] Download and Install Now
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User-in-the-Middle

 Using click-bait to trick users
Into solving CAPTCHAS on

spammers’ behalf

Hackers Offer Free Porn To Beat
Security Checks

Spammers are enticing consumers with free porn or games in exchange
for help cracking CAPTCHAS on targeted websites, security researchers

say.
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How browser attacks succeed

* The attacks listed above are largely failures of authentication
« How does your bank authenticate you?
« How do you authenticate your bank?

« Some solutions
* Encryption and PKI
« Tokens (e.g., USB drive distributed by bank) m—
« Out-of-band communication (PIN mailed by bank)
« Continuous authentication

Fingerprint scanner for bank website
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Protecting website against change

* Integrity checksums
» Detect altered content on a website
 The web owner runs the check frequently
* Problem: what if a website is developed by third-party or using third-
party libraries?
 Signed code or data
» A signer creates digital signatures for program and data
* The web user verifies the digital signature
* Infrastructure of PKI can be leveraged
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") Personal Banking from Barclays - Barelays - Mozilla Firefox
File Edit View History Bookmarks Tools Help L=2agg-vYy ©- - -
ug_' e o\\ 0. | [j gb-bdayuk.com 42557947 b \;\? =
l::—q, | 22419 /(i\
mkﬁstsmtﬂQ-desmesDam...;:_q l lj Personal Banking from Barclays -... & =
Barclays Personal Banking
Online Banking
Login
Register
» Personal
» Premier
» Business =
» Corporate
+ Personal
* You are hers:>
s Personal Barking
Always with us
Credit cards
Mortgages
Control your money securely =t -ccounis
. .
with Barclays Mobile Banking  22r2y= Financil
lanning
Our free * service means you can check your ':e’"’;“f i“f°;"‘a“°“
balance and even make payments on the go. Sttt
Online Banking
Travel services
Find out more <
5 < Ask a question
Ban Borrow Save & invest nsure Ask a3 question below and we'll try cur best
Additions Active Personal loans e-savings Reward Buildings and contents to answer it
Barclays Bank Homeowner loan Monthly Savings {OEGAnTS [Type your question hers
Account CaraerDavsldpIe esavings Carinsurance Find your answer ;]
Dane (8¢ [Nus2 (W eas1a7.205 [ @
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Clickjacking - N
Do you want to perform
 Tricking a user into clicking this dangerous act?
a link by disguising what the
link points to [Yes] ~ [NO]
« Can be done through dialog
overlaying %

For a Free Prize
Click

[Here] /
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JavaScript for Clickjacking

* Built-in functions can change content of window: Click-
jacking attack

<a onMouseUp="window.open( ‘http://www.evilsite.com’)"
href="http://www.trustedsite.com/">Trust mel!</a>
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Drive-By Download

« Code is downloaded, installed, and executed on a computer
without the user’'s knowledge

« May be the result of clickjacking, fake code, program download
subsitution, browser vulnerabilities, etc.

» Popular exploited vulnerabilities
« JavaScript
« Adobe Flash
« Java applet
« ActiveX component
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