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Security issues at Web
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Objectives

• Background: Web and Browsers

• Attacks against browsers

• Fake and malicious websites

• Attacks targeting sensitive data

• Browser and Web policies

• Injection attacks

• Spam

• Phishing attacks
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What is the Web?

• A platform for deploying applications, portably and securely
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HTML

• Hypertext markup language (HTML)
• Describes the content and formatting of Web pages

• Rendered within browser window

• HTML features
• Static document description language

• Supports linking to other pages and embedding images by 
reference

• User input sent to server via forms

• Embedding programs in supported languages (e.g., JavaScript, 
Java) provides dynamic content that interacts with the user
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JavaScript

• Powerful web page programming language

• Scripts are embedded in web pages returned by web server

• Scripts are executed by browser (client side scripting). Can:
• Alter page contents

• Track events (mouse clicks, motion, keystrokes)

• Read/set cookies

• Issue web requests, read replies

• (Note: despite name, has nothing to do with Java!)
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JavaScript

• Code enclosed within <script> … </script> tags

• Defining functions:
<script type="text/javascript">

function hello() { alert("Hello world!"); }

</script>
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URLs

• Global identifiers of network-retrievable documents

• Example:
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Browser
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Address bar (URL)

Add-on

HTML

Dynamic content

Ads



Security on the web

• Integrity
• malicious web sites should not be able to tamper with 

integrity of my computer or my information on other web sites

• Confidentiality
• malicious web sites should not be able to learn confidential 

information from my computer or other web sites

• Privacy 
• malicious web sites should not be able to spy on me or my 

activities online
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Web Attack by Changing Content

• Man-in-the-browser

• Page-in-the-middle

• Program download substitution

• User-in-the-middle
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Man-in-the-Browser

User types
Browser

encrypts

Encrypted data

transferred to

bank

SilentBanker

intercepts

BANK
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• Trojan horse that intercepts data 

passing through the browser

• Example: SilentBanker

• Discovered in 2008

• Fake browser add-on

• Intercept users keystrokes on 

popular banks

• Redirect keystrokes and 

customer details to attacker 

server

• Even modify account fields



Page-in-the-Middle

• User is directed to a different page than believed or 
intended

• Similar effect to a man-in-the-browser, where attacker 
can intercept and modify user input

• Root-cause: no encryption and authentication protection 
(e.g., using HTTP rather than HTTPS)
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Program Download Substitution

• Attacker creates a page 
with seemingly innocuous 
and desirable programs 
for download

• Instead of, or in addition 
to, the intended 
functionality, the user 
installs malware
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User-in-the-Middle
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• Using click-bait to trick users 
into solving CAPTCHAs on 
spammers’ behalf
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How browser attacks succeed 

• The attacks listed above are largely failures of authentication
• How does your bank authenticate you?

• How do you authenticate your bank?

• Some solutions
• Encryption and PKI

• Tokens (e.g., USB drive distributed by bank)

• Out-of-band communication (PIN mailed by bank)

• Continuous authentication
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Fingerprint scanner for bank website



Protecting website against change

• Integrity checksums
• Detect altered content on a website

• The web owner runs the check frequently

• Problem: what if a website is developed by third-party or using third-
party libraries?

• Signed code or data
• A signer creates digital signatures for program and data

• The web user verifies the digital signature

• Infrastructure of PKI can be leveraged
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Fake Website (Phishing)
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Clickjacking
Do you want to perform

this dangerous act?

[Yes]       [No]

For a Free Prize

Click

[Here]
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• Tricking a user into clicking 

a link by disguising what the 

link points to

• Can be done through dialog 

overlaying



JavaScript for Clickjacking
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• Built-in functions can change content of window: Click-
jacking attack

<a onMouseUp="window.open(‘http://www.evilsite.com’)"

href="http://www.trustedsite.com/">Trust me!</a>



Drive-By Download

• Code is downloaded, installed, and executed on a computer 
without the user’s knowledge

• May be the result of clickjacking, fake code, program download 
subsitution, browser vulnerabilities, etc.

• Popular exploited vulnerabilities
• JavaScript

• Adobe Flash

• Java applet

• ActiveX component

21Zhou Li5/17/2019


