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Recap
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Multi-Tenant Data Centers
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Networking between VMs: Conventional Approach

• Physical network treats each VM as a host 
directly attached to it

• The vSwitch in the hypervisor extends 
physical network
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Issues with Conventional Approach
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Prior Virtualization Techniques

• VLANs: virtualized L2 domains.

•  VRF: virtualized L3 forwarding tables

• NAT: virtualized IP address space

• MPLS: virtualized paths.
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Point solutions that virtualize singular aspects.  
Need for a more holistic and global approach. 



Network Virtualization

Allows creating virtual networks 

(each with independent service models, 

topologies, and addressing schemes) 

over the same physical network. 

These virtual networks are 

created, configured, and managed 

via global abstractions.
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Network Hypervisor
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What are the Abstractions?
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Generality of Datapath
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Where to Implement?
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Network Virtualization
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vSwitches provide the Abstraction
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Tenants can configure logical datapaths 
on vSwitches using OpenFlow



Inside the vSwitch
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Computational Challenge
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State Computation

• How to Scale Computation

• Incremental computation and pushing for quick updates

• How to Guarantee Correctness

• Avoid all handwritten finite state machines, machine generated instead

• Datalog based declarative language to program the forwarding state

• Shard the computation across controller cluster

16



Andromeda [NSDI’18]

• Google’s Network Virtualization Platform

• Goals

• Performance and Isolation 

• High throughput and low latency, regardless of the actions of other tenants 

• Velocity 

• Quickly develop and deploy new features and performance improvements 

• Scalability 

• Large networks, many tenants, rapid provisioning
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Andromeda Architecture
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Hoverboard Offloading
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Data Plane: Fast Path
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Data Plane:  Coprocessor path
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X



Network Virtualization: Other Possibilities

• New “out-of-band” header fields without breaking legacy TCP/IP stacks

• Enforcing security policies

• … ?
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Thanks!


