Lecture |2: Network Verification

CS 234 / NetSys 210: Advanced Computer Networks
Sangeetha Abdu Jyothi

This lecture uses material from Veriflow talk and tutorial by Brighten Godfrey and Santhosh Prabhu,
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Networks are so complex!
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Complex configurations

version 12.4

service timestamps debug datetime msec
service timestamps log datetime msec
no service password-encrgption

|

hostname primaryR1

\

boot—start-marker

boot-end-marker

\

\

no a3 new-model

\

|

ip cef

|

interface Loopback100

no ip address

\

interface GigabitEthernetOM
description LAN port

ip address B4 XX 255.255.255.224
ip nat inside

ip virtual—reassemblg

duplex auto

speed auto

media-type rj4d

no negotiation auto

standby 1ip B4 XX.5

standby 1 priority 105

standby 1 preempt delay minimum 60
standby 1 track Serial3/ 0

interface GigabitEthemetO/z
description conn o Backup Lightpath
ip address 65.X.X.66 255.255.255.240
ip nat outside

ip virtual—reassemblg

duplex full

speed 100

media-type rj45

no negotiation auto

|

interface GigabitEthemetO/ 3
description LAN handoff from p2P to Denver
ip address 10.30.01 255.254.0.0
duplex auto

speed auto

media-type rj45

no negotiation auto

|

interface Seriall/0

description p-2-P to Denver DC

ip address 1010101 255.255.255.252
dsu bandwidth 44210

framing c-bit

cablelength 10

clock source internal

serial restart-delay 0

\

interface Serial3/0

description DS3 X0 WAN interface

ip address 65.X.X.254 255.255.255.252
ip access-group 150 in

encapsulation ppPP

dsu bandwidth 44210

framing c-Dit

cablelength 10

serial restart-delay 0
!

Confi
figs use many protocols & features

router bgp 16XX

no sgnchronization

bagp tog-neighbor-changes

network 64 .X.X.0 mask 255.255.255.22&
network B4XX.2

aggregate-address 64XX0 255.255.255.0 summary-onty
neighbor 64.X.X.2 remote-as 16XX

neighbor 64X X2 next-hop-self

neighbor 65.X.1X.253 remote-as 2828
neighbor 65.XX.253 route-map setLocalpref in
neighbor 65.XX.253 route-map localonly out
no auto-summary

\

no ip http server

!

ip as-path access-list 10 permit ~S

ip nat inside source list 101 interface GigabitEthernetO/Z overload
!

access-list 101 permit ip any any

access-list 150 permitipany any

!

route-map setLocalpref permit 10

set local-preference 200

!

route-map localonly permit 10

match as-path 10

!

control-plane

!

gatekeeper

shutdown

!

\

rIi)t(tam[/alle basic BGP+HSRP config from

S '
ps:/www.myriadsupply.com/blog/?p=259
o Rl




Distributed Route Computation
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Networks are Difficult to Change

897
of operators never sure

that config changes are
bug-free

O
827%
concerned that changes would

cause problems with existing
functionality

— Survey of network operators

[Kim, Reich, Gupta, Shahbaz, Feamster, Clark,
USENIX NSDI 2015]



Simple Questions are Hard to Answer

* Which packets from A can reach B!

* |s Group X provably isolated from Group Y?

* |s the network causing poor performance or the server? Are QoS settings to blame!
* Why is my backbone utilization poor?

* |s my load balancer distributing evenly?

* Where are there mysterious packet losses!?



Network Correctness (a.k.a Intent)

Pttt

if tcp dst != 80 drop

~ ~

if ip dst in 10.0.2.0/24

if tcp dst !'= 80 drop ‘
—

if ip dst in 10.0.2.0/24|

/

C

: e e NI
if tcp dst != 80 drop

if ip dst in 10.0.2.0/24

Intent Checklist

All packets should follow
the shortest paths

There should not be any
loops

There should be multiple
paths between Aand D

HTTP Packets in the subnet
10.0.2.0/24 should reach D

External networks attached
to A should be isolated
from D exceptvia HTTP




Ensuring Correct Operations Before Network Verification

Manual spot-checking (pings, traceroutes

Monitoring of events & flows

Sidwactional v | Hosts v Sowce v Bfs v im v 10 v  Line v ShowOther v/ |ONS|[#] 2

l‘“-
] I
2009-08-1211:30 2009-08-12 1230 2009-08-12 13:30 2009-08-12 14.27
B = 20055121130 fo 2009-6-12 15.30 = ) Apply Dates
Inbound (Top) [ 1.54 Mb/s] Results 1 - 10 of 9831 (2.08s

S89K 206S5Kbis 44322 Mb 7.81 % 51.136.184.3 269.00 100.57 Kb/s 1.45Gb 51.28 %
17.136.70.92 275K 251S5Kb/'s 353.66 Mb 641 % 51.136.184.193 4244K €6558Kb/s 954823 NbD 33.44 %
213.219.115.51 25500 1811 Kvs 26184 Mb 461 % 51.136.184.196 99400 88EKb/'s 12837 Nb 4.53 %
213.115216.37 18200 1461Kb/s 21126 Mb 3.72% 51.136.184.199 226K B882Kbis 127.60 Mb 4.50 %
128 .85.41.35 1400 13.36Kb/'s 193.15Mb 3.40 % 51.136.184.202 663K 339Kb/s 48.96NMb 1.73%
26.85.41.36 11.00 1064Kb/s 153.67 Mb 2711 % 51.136.184.2 18697TK 1.72Kb/s 2488 Mb 0.88 %
65.136.140.3 242K 1041Kvs 150.50 Mb 265 % 51.136.184.195 793K 142Kbs  20.58 Mb 073%
24391172 329K 9B84Kb/s 14226 Mb 251 % 51.136.189.103 34500 535.00 s 7.7SNb 0.27 %
22.37.2551 23700 939Kws 13573 Mb 239 % 51.126.108 .44 12600 48581b/s 7.02 Mb 0.25 %
22351126 92500 937Ks 13555 Mb 239 % 51.136.184.21 4100 4216108 6.10 Mb 021 %

3438 Gb 61.99 Mb

jIIEEBEEJE B[] 2] (] [s] 0] - [o]

Screenshot from Scrutinizer
NetFlow & sFlow analyzer,
snmp.co.uk/scrutinizer/



Network Verification

The process of proving whether an
SREREEE abstraction of the network satisfies
: the network-wide intent.



Configuration Verification
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Data Plane Verification

Verify the network
as close as possible
to its actual behavior

data plane state ]: Input

»-a o .

-
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Data Plane Verification



Data Plane Verification Benefits

* Insensitive to control protocols

e Accurate model

 Checks current snapshot

13



Data Plane Verification Architecture

“Can any packet
starting at A reach B?”

Diagnosis

14



Debugging the Data Plane with Anteater [SIGCOMM’11]

 Express data plane and invariants as SAT 4 Router

VPN

Firewalls

%
~

(Boolector)

e Check with off-the-shelf SAT solver %

[ Data plane

state dLoops?

dSecurity policy

§ . [ ivagants J violation?

Data plane SAT Y,
. state » H formulas
{ Invariants J * l

4 )

RIasKosk e ReU O
~ report

) SAT solving

|5



Data plane as boolean functions

* Define P(u, v) as the
policy function for
packets traveling

fromuto v ° O

— A packet can flow

over (u, v) if and only P(u, v) = dst ip €10.1.1.0/24
if it satisfies P(u, v)

Destination
10.1.1.0/24 Vv

|6



Some Examples

Destination | Iface

10.1.1.0/24 v

Drop port 80 to v

)
-
-
-
-
-
u’ u

P(u, v) = dst_ip €10.1.1.0/24
A dst_port # 80

Packet filtering

|7

_Destination _ Iface

10.1.1.0/24 Vv
10.1.1.128/25 V'
10.1.2.0/24 Y

-
f”
-

m

P(u, v) = (dst_ip €10.1.1.0/24
A dst ip & 10.1.1.128/25)
V dst_ip €10.1.2.0/24

Longest prefix matching




Reachability as SAT solving

* Goal: reachability from u to w m

C = (P(u, v) A P(v,w)) is satisfiable

e SAT solver determines the satisfiability of C

|18



Anteater challenges

* Challenge #1: Obtaining real time view

* Challenge #2: Verify quickly

19



Real-Time Data Plane Verification: Veriflow

SDN
controller

¥ ] Logically centralized
i} controller

Thin, standard interface

to data plane
(e.g. OpenFlow)

20



Verifying Invariants Quickly

Veriflow

Generate Generate
Updates Equivalence R Forwarding Run Queries
Classes Graphs

* Limit the search space
* Represent forwarding behaviors using graphs

* Run Light-weight graph-based algorithm to check

21



Real-time Verification with Veriflow

Veriflow

Updates ‘;!> D Run Queries

Good rules Bad rules

Diagnosis report

* Type of invariant
violation

o Affected set of packets

22



Forwarding Graphs

ip dst [0, 167772671), tcp dst [0, 65535]
B ip dst [167772672, 167772927], tcp dst [80, 80]
ip dst [167772928, 4294967295], tcp dst [0, 65535]

if tcp dst !'= 80 dro
if tcp dst == 80 drop L

— M if ip dst in 10.0.2.0/24 ip dst [167772672,167772927], tcp dst [81, 65535]

if ip dst in 10.0.2.0/24

if tcp dst !'= 80 drop

if ip dst in 10.0.2.0/24

23



Intent API

* What intents can you check!?
* Anything within data plane state (forwarding rules)...
e _.that can be verified incrementally

* Veriflow’s APl enables custom query algorithms
* Full access to forwarding graph

* For incremental verification: Gives access to the “diff’: forwarding subgraph affected
by an update from the SDN controller

* Verification becomes a standard graph traversal algorithm

24



Configuration Analysis



Landscape of Approaches

Data Plane Network
Verification Emulation
Configuration
Production
run
Control software Emulated

Input / e
Abstracted Abstracted

Packet processing

26



Emulating Production Networks

Liu, Zhy p
’ ’ adhye’ Cao
Lopes, Rybalchenig, ¥ T;lllapragada,

external

] Bl
Production

" Topology & . : g e ./ Tools by
//"A, Configuration files & Virtual |mk§/,,/\/M A‘\\\\ e 5 [ Operators
e Routes from boundary o S 1]
~ |

Jumpbox VM

Prepare  Control

Monitor

Orchestrator

Image Reproduced from the authors’' SOSP “17 paper

27



Landscape of Approaches

Data Plane Network Control plane
Verification Emulation simulation

Configuration Input Input
Production
run )
Control software Emulated Simulate a
model run

Input /
Verified

Data plane state Verified Verified

Abstracted

Abstracted

Packet processing

28



Control Plane Simulation

e Challenges in faithfully deriving the data plane
e Batfish [NSDI'15]
* Approach: High-fidelity declarative model of control plane
e Set of relations that expresses the network’s control plane computation

* Provides queryability and provenance for free

29



Stage 1: Extract control plane model

//--——-—-—-—--Configuration of n3------- —

gospf interface int3_1 metric 1
ospf interface int3_2 metric 1

3 ospf interface int3_4 metric 1

Configuration || Topology

4 static route 10.0.0.0/24 drop

Control D lane 5 ospf redistribute static metric 10
generator 6 bgp neighbor p1 AS P Accept ALL \
T — T
CP model
Fact about OSPF Fact about topology
interface costs LanNeighbors(
OspfCost( nodel:n3
node:n3, interfacel:int3_1,
interface:int3_1, node2:n1,
cost:1). interface2:int1_3).
7_* h

30



Stage 2: Compute data plane

OspfExport(
node=n2,
network=10.0.0.0/24,

CP model || Environment cost=10,
type=0spfE2).

. ———

InstalledRoute(route={

Data plane node=n1,
network=10.0.0.0/24,
generd tor nextHop=n2

administrativeCost=110,
protocolCost=10,
protocol=0spfE2}).

—7_‘

DP model

Fib(
node=n1,
network=10.0.0.0/24,
egressinterface=int1_2).

. ————m,

31



Stage 3: Data plane analysis

DP model 1 |**+ DP model k

Counterexample of
multipath consistency

{

Safety IngressNode=n1,
analyzer Srclp=0.0.0.0,
Dstlp=10.0.0.2,

IpProtocol=0

Safety

property }

h

Counterexample

32



Stage 4: Helping Repair

DP model 1 |**+| DP model k

Provenance

tracker

User
Interaction Counterexample

Relevant configuration lines

33



The Research Landscape



Configuration Verification

enrrey Configuration verification

* RCC (Detecting BGP config faults w/static analysis)
Control [Feamster & Balakrishnan, USENIX '05]

software »  ConfigAssure [Narain et al, 08]
Data plane ° ConﬁgChecker [Al-Shaer, Marrero, El-Atawy, ICNP ‘09]

State » Batfish [Fogel, Fung, Pedrosa, Walraed-Sullivan, Govindan, Mahajan, Millstein,

Packet NSDI5)]

processing * Bagpipe [Weitz, Woos, Torlak, Ernst, Krishnamurthy, Tatlock, NetPL'16 &
OOPSLA"6]

*  ARC [Gember-Jacobson, Viswanathan, Akella, Mahajan SIGCOMM16]

* ERA [Fayaz, Sharma, Fogel, Mahajan, Millstein, Sekar, Varghese, 0SDI"16]
*  Minesweeper [Beckett, Gupta, Mahajan, Walker SIGCOMM17]
* Plankton [prabhu, Kheradmand, Godfrey, Caesar APNet"17]

* CrgstaLN el [Liu, Zhu, Padhye, Cao, Tallapragada, Lopes, Rybalchenko, Lu, Yuan
SOSP"17]

35



Control Software Verification

Verifiable controllers & control languages

* NICE [Canini, Venzano, Peresini, Kosti¢, Rexford, NSDI"12]

Control
*  NetKAT [Anderson, Foster, Guha, Jeannin, Kozen, Schlesinger, Walker, POPL14]

* Kinetic: Verifiable Dynamic Network Control [kim, Gupta,
Data plane Shahbaz, Reich, Feamster, Clark, NSDI15]
state

Packet
processing

36



Data Plane Verification

S Static

* On static reachability in [P networks [xie, zhan, Maltz, Zhang,
Control Greenberg, Hjalmtysson, Rexford, INFOCOM '05]

Optimizations
 Libra: Divide and Conquer to Verify Forwarding Tables

- Computed reachable sets with IP forwarding rules i/r;hi‘t-'ﬂsoﬁjtworks 1Zeng, Zhang, Ye, Google, Jeyakumar, Ju, Liu, MecKeown,
*  FlowChecker [al-Shaer, Al-Haj, SafeConfig ‘10] . AtOﬂ"lliC Predicates [Yang, Lam, ToN"I6]
State * Anteater [Mai, Khurshid, Agarwal, Caesar, G, King, SIGCOMM11] * ddNF [Bjorner, Juniwal, Mahajan, Seshia, Varghese, HVC'16]
* Header Space Analgsis [Kazemian, Varghese, and McKeown, NSDI 12]
peesealuy, *  Network-Optimized Datalog (NOD) [Lopes, Bjgrner, Godefroid, Richer data plane models
Jayaraman, Varghese, NSDI 2015 * ngNEt [Stoenescu, Popovici, Negreanu, Raiciu, SIGCOMM"16]

. . * Mutable datapaths [Panda, Lahav, Argyraki, Sagiv, Shenker, NSDI'17]
Real time (incremental)

* VeriFlow [Khurshid, Zou, Zhou, Caesar, G, HotSDN'12, NSDI13]

* NetPlumber [kazemian, Chang, Zeng, Varghese, McKeown, Whyte, NSDI "13]
* CCG [zhou, Jin, Croft, Caesar, G, NSDI'5]

* DeltaNet [Horn, Kheradmand, Prasad] NSDI'17]

37



Packet Processing Verification

“.... -, Verification of data plane software and data plane

lanquages
Contro g Q

software * Software Dataplane Verification [Dobrescu, Argyraki, NSDI'4]

* Executable Formal Semantic of P4 and Applications
[Kheradmand, Rosu, P4 Workshop'17]

A Formatlg Verified NAT [Zaostrovnykh, Pirelli, Pedrosa, Argyraki,
Packet Candea, SIGCOMM17]

Data plane
state

]

processing

38



Thanks!



