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This lecture uses material from Veriflow talk and tutorial by Brighten Godfrey and Santhosh Prabhu, 
and slides by George Varghese 



Networks are so complex!
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Complex configurations
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Distributed Route Computation
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Networks are Difficult to Change
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Simple Questions are Hard to Answer

• Which packets from A can reach B?  

• Is Group X provably isolated from Group Y?

• Is the network causing poor performance or the server? Are QoS settings to blame?

• Why is my backbone utilization poor?

• Is my load balancer distributing evenly?

• Where are there mysterious packet losses?
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Network Correctness (a.k.a Intent)
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Ensuring Correct Operations Before Network Verification
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Network Verification
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Configuration Verification
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Data Plane Verification
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Data Plane Verification



Data Plane Verification Benefits

• Insensitive to control protocols 

• Accurate model 

• Checks current snapshot
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Data Plane Verification Architecture
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Debugging the Data Plane with Anteater [SIGCOMM’11]

• Express data plane and invariants as SAT 

• Check with off-the-shelf SAT solver 
(Boolector)
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Data plane as boolean functions 
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Some Examples
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Reachability as SAT solving 

•  

• SAT solver determines the satisfiability of C
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Anteater challenges

• Challenge #1: Obtaining real time view 

• Challenge #2:  Verify quickly
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Real-Time Data Plane Verification: Veriflow
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Verifying Invariants Quickly

• Limit the search space

• Represent forwarding behaviors using graphs

• Run Light-weight graph-based algorithm to check 
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Real-time Verification with Veriflow

22



Forwarding Graphs

23



Intent API

• What intents can you check? 

• Anything within data plane state (forwarding rules)... 

• ...that can be verified incrementally 

• Veriflow’s API enables custom query algorithms 

• Full access to forwarding graph 

• For incremental verification: Gives access to the “diff”: forwarding subgraph affected 
by an update from the SDN controller 

• Verification becomes a standard graph traversal algorithm
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Configuration Analysis



Landscape of Approaches
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Emulating Production Networks
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Landscape of Approaches
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Control Plane Simulation

• Challenges in faithfully deriving the data plane 

• Batfish [NSDI’15]

• Approach: High-fidelity declarative model of control plane 

• Set of relations that expresses the network’s control plane computation

• Provides queryability and provenance for free
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Stage 1: Extract control plane model
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Stage 2: Compute data plane
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Stage 3: Data plane analysis
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Stage 4: Helping Repair
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The Research Landscape



Configuration Verification
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Control Software Verification
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Data Plane Verification
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Packet Processing Verification
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Thanks!


