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This lecture uses material from SIGCOMM’18 talk on inferring congestion paper and images from CAIDA



Internet Autonomous Systems
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Internet Map
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Autonomous System Relationships



Internet Disputes
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Manifestation: Interdomain Congestion
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Consequences of the Problem

• Congestion on transit links affects parties other than those involved in the dispute

• Limited data available to regulators and researchers to increase transparency and 
empirical grounding of debate

• Goal of the paper: third-party inference of congestion at interdomain interconnections
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Method: Time Series Latency Probes

• Observation: 

• Peak-hour congestion fills up router buffers, resulting in elevated latency across an 
interdomain link

• How do we measure latency across an interdomain link?
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Time Series Latency Probes (TSLP)
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Time Series Latency Probes (TSLP)
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Time Series Latency Probes (TSLP)
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An Experiment with TSLP
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An Experiment with TSLP
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An Experiment with TSLP
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Challenges

• Interdomain link Identification: Need to identify interdomain links to be able to probe 
them 

• Adaptive Probing: Need to be adaptive to changes in the underlying topology and routing

• Identifying Congested Links: Need time-series analysis techniques to find patterns in 
(noisy) data that indicate congestion 

• Validation: Need to validate inferences. Most peering agreements are covered by NDAs
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High-level System Design
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Identifying Interdomain Links
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Identifying Interdomain Links
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Identifying Congested Links

• Focus on persistently congested links 

• Look for periods of elevated latency that correlate across days (autocorrelation method)
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Autocorrelation method
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Autocorrelation method
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Heavy Emphasis on Validation 

• Critical due to political nature of inferences

• Validation of inference method 

• Correlation with loss 

• Correlation with throughput 

• Correlation with YouTube streaming

• Validation of specific inferences 

• Ground truth from operators
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TSLP inference correlates with loss
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TSLP inference correlates with throughput
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Percent of congested day-links over time
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Other Measurement Infrastructure 
and Datasets



RIPE Atlas Probes
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M-Lab Probes
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CAIDA
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Thanks!


